[Ipunoxenne N 2
K mUchbMy JlermapTameHTa rocy1apCTBEHHOM MOJIUTHKH B cepe 0011Iero oopa3oBaHus
ot 14.05.18r. Ne 08-1184

NHO®OPMALIMOHHASA TAMATKA
JJISA OBYYAIOIIUXCA 1J1A PASMEIIEHUSA
HA OOUIINAJIBHBIX UHTEPHET-PECYPCAX

C KaXIbIM I'OJAOM MOJIOACKN B MHTCPHETC CTAHOBUTBLCA 6OHBH_IC, a IIKOJIbHUKMW OJHHU U3
caMbIX aKTHBHBIX IMOJb30BaTeneld Pynera. Mexay TeMm, MOMHMO OIpOMHOTO KOJMYECTBA
BO3MOXKHOCTEH, MHTEPHET HECeT W MpoOJIeMbl. DTa MaMsATKa JOJDKHA MOMOYb Tebe Oe301acHo
HAaXOJUTHCS B CETH.

KomnbroTepHbie BUPYCHI

KomnbroTepHblil BUPYC - 3TO Pa3HOBUAHOCTh KOMIIBIOTEPHBIX MPOrpaMM, OTIMYUTEIbHON
0COOEHHOCTBIO KOTOPOH SBISICTCS CIMOCOOHOCTh K PasMHOXKEHHIO. B jomoimHeHHe K 3TOMY,
BUPYCbl MOTYT IOBpPEAMTb MJIM IIOJIHOCTBIO YHUYTOXUTb Bce (ailabl UM JaHHBIE,
MOJIKOHTPOJIbHBIE [10JIB30BATENI0, OT UMEHHM KOTOPOro Oblia 3allylleHa 3apa)KeHHasl IporpaMma,
a TaKXe MOBPEeIUTh WM JIa)K€ YHUYTOXXUTh ONEPALMOHHYIO CHUCTEMY CO BceMu (aiimamu B
1esoM. B OonbIIMHCTBE CllydaeB pacpoCTPaHSIIOTCS BUPYChl UEpPE3 UHTEPHET.

MeToabl 3alIUTHL OT BpPCOAOHOCHBIX ITPpOIpaMM:

1. Wcnonb3yii COBpEMEHHBIC OIEPAIlMOHHBIC CHUCTEMbI, UMEIOIIHNE CEPbE3HBbIN ypPOBEHBb
3alIUThI OT BPEJAOHOCHBIX MTPOTPAMM;

2. TloctossHHO ycTaHaBiMBai madtd (IUQPOBBIC 3aIUIATKH, KOTOPbIC ABTOMATHUECKU
YCTAHABJIIMBAIOTCS C IENBI0 JOpabOTKH MpOrpaMMbl) M JIPYrHe OOHOBJICHUS CBOCH
orepanmoHHo# cucreMbl. CkaunBail X TOJIBKO ¢ ounuaipHoro caira pazpadorunka OC. Eciu
CYIIECTBYET PEKHM aBTOMAaTHYECKOTO OOHOBJICHUS, BKIIIOYH €T0;

3. Paboraif Ha cBOeM KOMIIBIOTEpE II0Jl ITPaBaMHU II0OJH30BATEls, @ HE aJMHHHUCTPATOpA.
OTO HE TMO3BOJMUT OOJBUIMHCTBY BPEIOHOCHBIX NPOTPpaMM HHCTAUIMPOBAThCS Ha TBOEM
HePCOHATILHOM KOMITBIOTEPE;

4. Wcnonp3yil aHTUBHUPYCHBIE MPOTPaMMHBIE MPOAYKTHI M3BECTHBIX IIPOU3BOJUTENEH, C
aBTOMAaTHYECKUM OOHOBIIEHUEM 0a3;

5. Orpanuub PU3NYECKUI TOCTYN K KOMIBIOTEPY JIJIsl TOCTOPOHHUX JIULL;

6. Vcnonp3yli BHEIIHWE HOCUTENU MH(GOpMaLUHU, Takue Kak (remka, AMCK WK Qailn u3
MHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX UCTOYHHUKOB;

7. He oTKpbIBail KOMIIbIOTEPHBIE (Daiiiibl, MONTyUYEHHbIE U3 HEHAIS)KHBIX UCTOYHUKOB. Jlaxe
Te (ailsibl, KOTOPbIE MPUCIAT TBOW 3HAKOMBIH. Jlyullle yTouHM y HEro, OTIPaBJIsI U OH TeOe uX.

Cerun WI-FI

Wi-Fi - 370 He Bu Mepenavn JaHHBIX, HE TEXHOJOTHSI, a BCETO JHIIb OpeH 1, Mapka. Emie B
1991 rony Hupaepmanackas kommnauus 3apeructpupoBasa Opern "WECA", uro o6o3nauano
cnoBocodetanue "Wireless Fidelity", koTopslii mepeBogUTCS Kak "GecrpoBOIHasE TOYHOCTH".

Jlo Hamiero BpeMeHM Jlouuia Jpyras abOpeBuarypa, KOTOpas SIBJISETCS TakoW ke
TexHosorueit. 9to abopesuarypa "Wi-Fi". Takoe Ha3zBaHue ObUIO JaHO C HAMEKOM Ha CTaHAAPT



BhIcHIel 3ByKoBol TexHUKHU Hi-Fi, uTo B mepeBosie 03HavyaeT "BbICOKasi TOYHOCTH'.

Jla, OecraTHBIM MHTEPHET-AOCTYN B Kade, OTENSIX W a’pomoprax SBISETCS OTIWYHOU
BO3MOXXHOCTBIO BBIXOJIa B UHTEPHET. HO MHOTHE KCIIEPTHI CUYUTAIOT, YTO 00IIe0CcTymHbIe Wi-
Fi cetn He ABIAIOTCS OE30MIACHBIMM.

CogeTbl 110 Oe30MaCHOCTH pabOThI B 00LIETOCTYIHBIX ceTsix Wi-fi:

1. He mepenaBaii cBoro nuuHyr0 uHpopmanuio uepe3 obmemoctynubie Wi-Fi cern.
PaGoras B HUX, XCJIAaTCIIbHO HC BBOAWUTL MMAapOJIi JOCTYIIA, JIOTHUHBI U KAKHUC-TO HOMEPA,

2. Wcnonb3yit 1 OOHOBIISAM aHTHBUPYCHBIE MpOrpaMMbl M OpaHaMayep. Tem caMbIM ThbI
o0e3omacuib ceds 0T 3aKaYKH BHPYCa Ha TBOE YCTPOUCTBO;

3. Ilpu wucnonwzoBanmu Wi-Fi otkmoun ¢dynknuio "OOmmit moctyn Kk (daitiam wu
npuntepam". JlaHHas (yHKIHS 3aKpbiTa 1O YMOJIYAaHHWIO, OJHAKO HEKOTOPBIC TOJIbh30BATEIH
AKTUBUPYIOT €€ JUIs y100CTBa HCIIOJIb30BaHMs B paboTe uiu yueoe;

4. He ucnonb3yit nyonuunsii WI-FI nns mepenaum NWYHBIX JAaHHBIX, Hampumep A
BBIX0/Ia B COI[MAJIbHBIE CETU WUJIU B AJIEKTPOHHYIO MOYTY;

5. Ucnonw3yit Tonpko 3ammiieHHoe coenuHenue yepe3 HTTPS, a we HTTP, t.e. npu
Habope BeO-aapeca BBoau uMeHHO "https://";

6. B moOunsHOM Tenedone orkmoun Gpynkiuio "Tloakmouenne k Wi-Fi aBromarnueckn".
He nomyckait aBToMaTn4eckoro MmoAKII0YeHHs ycTpoicTBa K ceTsim Wi-Fi 6e3 TBoero cormnacusi.

CoumnajnbHble ceTH

ConuasibHble CETH aKTUBHO BXOJAT B Hally JKHW3Hb, MHOTHE JIOAU PaOOTAIOT U KUBYT TaM
nocTossHHO, a B Facebook yxe 3apeructpupoBaH MUILTHAp] YEJIOBEK, YTO SIBISETCS OIHOM
CeIbMOI BCEX JKUTENICH IIaHeThl. MHOTHE MOJB30BATEIM HE MOHMMAIOT, 4TO WH(pOpMAIHs,
pasMelleHHas UMH B COIIMATIbHBIX CETAX, MOXET ObITh Hal/leHa U UCIOJIb30BaHA KEM YrOAHO, B
TOM 4HCJIE€ HE 00513aTeIbHO ¢ OJ1aruMU HaMEPEHHSIMH.

OCHOBHBIEC COBETHI 10 0€30IIACHOCTH B COHUAJIbHBIX CCTAX:

1. Orpanmup coucok apy3eil. Y TeOs B ApPYy3bsSX HE JOIDKHO OBITh CIYYalHBIX U
HE3HAKOMBIX JIIOACH;

2. 3amumail cBok0 4acTHYO *kH3Hb. He ykasbiBail maponu, TenedoHsl, ajapeca, 1aTy TBOETO
POXJIEHUS U JIPYTYI JUYHYIO HWHGOpManMio. 3JI0yMBIIUIEHHUKA MOTYT HCIOJIb30BaTh JaXe
MH(OPMALIMIO O TOM, KaK Thl U TBOU POJUTEINN TUIAHUPYETE MPOBECTH KAaHUKYJIBI;

3. 3ammmail cBOIO peryTaluio - JAEpKU €€ B YUCTOTE M 3ajiaBail cebe BOIpOC: XOTeln Obl
ThI, YTOOBI IPYrUe MOJIb30BATENN BUAEIH, UTO Thl 3arpyxaeuib? [Togymail, mpexae 4eM uTo-To
OITyOJINKOBATh, HAMMCATh U 3arPy3UTh;

4. Ecau ThI roBopuiib € JOAbMH, KOTOPBIX HC 3HACIIb, HC I/ICHOJ'IB3yI71 CBOC pCAJIbHOC UM
" IPYT'YIO JINYHYIO I/IH(I)OpMaI_II/II/IZ UM, MECTO JKHUTCIILCTBA, MCCTO y‘-ICGBI " [Ipouce;

5. U36erait pazmemenus ¢otorpaduii B IHTepHETE, Ii€ ThI M300pakeH HA MECTHOCTH, T10
KOTOPOU MOYKHO OIPENETUTH TBOE MECTOMOIOKEHNUE;

6. [Ipu peructpamuii B COIUAIBLHON CETH HEOOXOAMMO HCIIOIB30BaTh CJIOXKHBIE MapOJH,
cocTosmue u3 OykB v QP U ¢ KOJUIECTBOM 3HAKOB HE MEHEE §;



7. ns comuanbHOM CETH, MOYTHI U JIPYTUX CAHTOB HEOOXOJMMO HCIIOJIL30BATh pPa3HBIC
naposu. Torga eciu Te0s1 B3JIOMAIOT, TO 3JIOYMBIIINICHHUKH TIOJIYYaT JOCTYI TOJBKO K OJTHOMY
MECTY, a HE BO BCE Cpa3y.

3.]'[eKTp0HH]>Ie JACHBI'H

DJNEeKTPOHHBIE JEHBIH - 3TO OYEeHb YIOOHBIA CHOCOO IUIaTe)KeH, OJHAKO CYIIECTBYIOT
MOIIIEHHUKH, KOTOPBIE XOTST HOJXYYUTh 3TU JICHBTH.

3JICKTpOHHBIe JCHBI'M IIOABHJIMCH COBCEM HCAABHO W HMMCHHO H3-3a O3TOrO BO MHOTI'HUX
rocygapCTBax A0 CHUX IIOP HE IPOIHCAHO IIPO HUX B 3aKOHAX.

B Poccun sxe oHM (YHKIMOHHUPYIOT U O HUX YK€ IPOIHUCAHO B 3aKOHE, I/I€ UX Pa3ACISIOT
Ha HECKOJIKO BUJIOB - aHOHUMHBIE U HE aHOHHUMHBIE. Pa3HuIla B TOM, YTO aHOHMMHBIE - 3TO T€, B
KOTOPBIX pa3pelaercss IpOBOAUTH oOlepauuu 0e3 HAeHTHU(UKALMK [0Jb30BaTels, a B
HEaHOHMMHBIX MICHTH()UKALNS T0JIH30BATEINS ABISETCS 0053aTEIBHOM.

Taxxe crnenyer pa3nuyarh SJIEKTPOHHBbIE (PUATHBIE ACHBIU (PaBHBI T'OCYJAPCTBEHHBIM
BaJIIOTaM) U DJIEKTPOHHbBIE HE(HUATHBIE IEHBI'H (HE paBHBI TOCYJapCTBEHHBIM BaJIOTaM).

OcHOBHBIE COBETHI 110 0€3011aCHON paboTe C INEKTPOHHBIMU J€HbIAMHU:

1. TlpuBsku K cueTy MOOWUIBHBINA TenedoH. DTO camblii yAOOHBIH M OBICTPBIM CHOCOO
BOCCTAHOBUThH JOCTYN K cdyery. [IpuBsizaHHBIA TenedoH MOMOXET, eciu 3alynennb CBOM
TJIATEKHBIN MMAPOJIb UM 3aiAEIIb HA CAUT C HE3HAKOMOT'O YCTPOICTBA;

2. HCHOHB?»Yﬁ OJIHOPA30BLIC ITApPOJIH. ITocne nepexoaa Ha yCUJICHHYIO aBTOPpU3alUIO TeOE
YiKC HE 6y,Z[CT YIrpoKaTb ONMACHOCTL KPaK! WJIN IIEPEXBATA IIATCIKHOT'O MAPOJI;

3. Beibepu cnoxHbIii mapois. [Ipectynmaukam OyaeT HE MPOCTO YraaaTh CIOXKHBIA MapoJlb.
HanexHble maponu - 3T0 Mapoju, KOTOpblE COAEp)KaT He MEHee 8 3HAKOB M BKIIIOYAIOT B ce0s
CTPOYHBIC W TIPONHUCHBIC OYKBBI, IU(PPHI U HECKOJIBKO CHMBOJIOB, TaKM€ KaK 3HAaK J0JUIapa,
(yHTa, BOCKIMIATeNbHBIN 3HaK U T.1. Hampumep, $tROng!;;

4. He BBO/IM CBOM JTUYHBIC JJAHHBIE HA CATaX, KOTOPHIM HE JIOBEPSCIIb.
DJIEKTPOHHAs 1OYTA

ONEeKTpOHHAs MoYTa - 3TO TEXHOJIOTHUS M MPEJOCTABISEMBIE €10 YCIYTU II0 MEPECBUIKE U
MOJIYUEHHUIO JJIEKTPOHHBIX COOOLIEHUM, KOTOpBIE paclpeiesioTcs B KOMIBIOTEPHOH ceTu.
OOBIYHO ~ DNIEKTPOHHBI  MOYTOBBIM  SAIIMK  BBIJISIIUT — CHEAYIOUIMM  o0pa3oMm:
UMs_TIOJIb30BaTeNA(@HUMs_JIOMEHa. Takke KpoMme IepeJauyd MpOCTOro TEKCTa, HMEeeTCs
BO3MOYKHOCTb IepeiaBaTh (paiibl.

OcHOBHBIE COBETHI IO 0€30MacHOM padoTe € ANEKTPOHHON TOUTOM:

1. Hago BeIOpaTh NpaBWIIbHBIN MOYTOBBIM cepBUC. B MHTEpHETE ecThb OrpOMHBIN BBIOOP
OecryIaTHBIX MOYTOBBIX CEPBHCOB, OJJHAKO JIy4Ille JOBEPSITh T€M, KOTO 3HAelllb U KTO MEPBBIHA B
pEUTHUHTE;

2. He yka3piBail B JMYHOHM MouTe JW4YHYyI0 HHpopMmanuio. Hampumep, nmydiie BbIOpaTh
"My3bIKanbHbIN _(aHat@" nau "pokx2013" Bmecto "Temal3";

3. Hcnonp3yil IBYXATAIMHYIO aBTOPHU3AIMIO. JTO KOTJAa MOMHUMO MAapoJisi HY)KHO BBOJUTH
KOJI, IPHUCHITIaeMbIi 10 SMS;



4. BeiOepu cHoXHBIA Tapodib. JIJIsi KaXAoro MOYTOBOTO SIIUKA JOJDKEH OBITh CBOM
HaJIe’)KHbI, YCTOMYUBBIN K B3JIOMY MApOJIb;

5. Ecnm ecTh BO3MOXKHOCTB HAKMCaTb CaMOMY CBOM JIMYHBIM BOIIPOC, MCIIOJB3YH 3TY
BO3MO>KHOCTB;

6. HMcnonp3yll HECKOJBKO IIOYTOBBIX SIIIMKOB. IlepBbIii A1 YacTHOM HEpPEnucKu C
azpecaTamMM, KOTOPBIM Thbl JOBEpsELIb. DTO 3JIEKTPOHHBIM agpec HE HAJO0 HCIIOJIb30BaTh IPU
peructpanuu Ha popymax u caiTax;

7. He oTkpbIBaii (haiiiel U IpyTrHe BIOKECHUS B MHUCbMAaX, Ja)K€ €CJIM OHU IPUIIUTA OT TBOUX
npy3ei. Jlydine yrouHu y HUX, OTHPABIISUIN JTU OHU TeOe 3TH (paiiisr;

8. Ilocie okoHuYaHMs PabOTHI Ha IMOYTOBOM CEPBHCE MEPE 3aKPHITHEM BKJIAJKH C CAaHTOM
He 3a0y/1p HaKaTh Ha "BeridT".

Knﬁepﬁymmﬂr UJIH BUPTYAJbHOC U3A€BATECJILCTBO

KubepOymnuHr - npecieoBaHue COOOMECHUSIMHU, COIEPIKAIUMHI OCKOPOJICHHSI, arpecculo,
3allyTHBaHKe; XYJIUTAHCTBO, COLUAbHOEC OOMKOTHPOBAHKHE C MOMOIIBIO PAa3IHYHBIX HHTCPHET-
CEPBHCOB.

OcHoBHbIE COBETHI 110 O0pbOE ¢ KHOEPOYITUHIOM:

1. He ©pocaiics B 60ii. JIy4muii crioco0: MOCOBETOBAThCA Kak ceOs BECTU U, €CIIU HET TOTO,
K KOMY MOXHO OOpaTuTbCsi, TO BHadaje YCHOKOWThbcs. Eciau Thl HayHelmlb OTBEYaTh
OCKOPOJICHUSIMU HAa OCKOPOJICHUS, TO TOJIBKO €Iie OOJIbINe pa30XkiKellb KOH(IUKT;

2. YmpaBinsii cBoeil kubeppernyTaimei;

3. AHoHumHOCTH B cetd MHHUMas. CyIIecTBYIOT CHOCOOBI BBISICHHTH, KTO CTOHMT 32
AQHOHMMHBIM aKKayHTOM;

4. He cToUT BeCTH XyJIUTaHCKUH 00pa3 BUPTyaslbHOW >Ku3HU. VIHTepHET (UKCHpYeT Bce
TBOM JICMCTBUS M COXpAHSET UX. Y AATUTh UX OyAeT KpaiiHe 3aTpyIHUTEIbHO;

5. Cobmrosiaii CBOO BUPTYAIbHYIO Y€CTh CMOJIONTY;

6. Urnopupyii enuHUuYHBIA HeratuB. OJHOPa30Bble OCKOPOMTEIbHBIE COOOLICHHUS JIyyllle
UTHOpUpOBaTh. OOBIYHO arpeccus MpeKpalaeTcs Ha Ha4yaabHOU CTa UM,

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIIEHUSIMU, B COLMATIBHBIX
CEeTSAX €CTh BO3MOXKHOCTH OJIOKHPOBKU OTIPABKH COOOIIEHUM C ONPEIeNIEHHBIX aIPECOB;

8. Ecmm TbI cBugerens kubepOyuimHra. TBoM [eHCTBHSA: BBICTYIUTHh IPOTUB
npecieioBaTens, MokKa3aTb €My, YTO €ro JACHCTBHS OLEHUBAIOTCS HETaTUBHO, MOJJEP’KaTh
KEpPTBY, KOTOPOM HYXKHA IICHXOJOrMYeckass IOMOIb, COOOIIUTh B3pOCIABIM O (QakTe
arpecCUBHOTO MOBEJCHUS B CETH.

MoOunbHbIi TesedoH

CoBpemenHble cMapT(OHBI U TUIAHILIETHI COEPXKAT B ceOe BIIOJIHE B3POCIbIN (PYHKIIMOHA,
U Telepb OHH MOTYT KOHKYpPUPOBaTh CO CTAallMOHAapHBIMM KOMIIbIOTEpamu. OJHAKO, CPEeACTB
3alUTHI IS TOJOOHBIX YCTPOMCTB MOKa OueHb Mayo. TecTUpoBaHHE M MOMCK YS3BHUMOCTEU B
HUX IPOUCXOIUT HE Tak WMHTeHCUBHO, Kak 1y IIK, To xe camoe kacaercs U MOOMJIBHBIX
MIPUIIOKEHUN.



CoBpeMeHHBIE MOOMIIBHBIE Opay3epbl yXKe MPaKTHYSCKH JTOTHAIM HACTOJBHBIC aHAJIOTH,
OJIHAKO pacHMpeHre (yHKIMOHAJa BJIEUYeT 3a CO0O0M OOJNBIIYIO CJIOKHOCTh M MEHBIIYIO
3aLUIIEHHOCTb.

Jlaneko He Bce MPOM3BOAMTEIM BBITYCKAIOT OOHOBJICHHS, 3aKPHIBAIOLINE KPUTUYECKUE
YSA3BUMOCTH JJISI CBOUX YCTPOWCTB.

OCHOBHBIE COBETHI JJIA 0€3011aCHOCTH MOOHMILHOTO TeJ'Ie(bOHaZ

Hudero He sBisercs MMO-HAaCTOAICMY OecIuIaTHBIM. By,I[B OCTOPOXXEH, BCIAb KOrja Tebe
npeajararoT OecruiaTHBIN KOHTCHT, B HCM MOT'YT OBITh CKPBITBI KAKHUEC-TO INIATHBIC YCIIYT'U,

Hymaii, npexzae yem oTnpaBuTb SMS, poTo mnmum Bugeo. Tol TOUHO 3Haeb, TJe OHU OyIyT
B KOHEYHOM HTOre?

Heo6x0a1Mo 00HOBIIATE ONEPAIIIOHHYIO CHCTEMY TBOETO CMapT(OHa;
Hcnonp3yit aHTUBUPYCHBIE IPOTPAMMBI 17151 MOOUJIBHBIX TENE(OHOB;

He 3arpy>1<aﬁ MMPUIIOKCHUA OT HCU3BCCTHOI'O MCTOYHHKA, BCAb OHU MOI'YyT COACPKATH
BpPCIOHOCHOC IIPOrpaMMHOC 06CCHC‘ICHI/IC;

[Tocne Toro Kak THI BBIAACHIH C CaiiTa, TZle BBOAWI JHYHYIO WH(POpPMALHUIO, 3aliau B
HACTPOIKHU Opay3epa u ynanu cookies;

HepI/IOI[I/I‘leCKI/I HpOBepﬂﬁ, KaKHE IVIATHBIC YCIIYI'H aKTUBUPOBAHBI HA TBOCM HOMCPCE,

JlaBaii cBoil HOMep MOOUIBHOTO TenedoHa TOJIBKO JIOASM, KOTOPBIX Thl 3HACIIb U KOMY
JIOBEPSICIIIb;

Bluetooth gomkeHn ObITH BBIKIIIOUEH, KOTJa Thl UM HE MoJib3yelibcs. He 3a0biBail ©HOTIA
MIPOBEPSITH 3TO.

Online urpsi

CoBpeMEHHBIE OHJIAWH-UTPBI - 3TO KPAacOUYHBbIE, 3aXBaTbIBAIOLIUE DPA3BJICUCHUS,
00BEAMHSIONINE COTHHU ThICAY YENIOBEK M0 BceMy Mupy. Urpoku ucciaenyroT JaHHBIA UM MHP,
00IIal0TCs IPYT € APYrOM, BBIIOJHSIOT 3aJlaHUs, CPaXKaroTCs C MOHCTPAMU U MOJIYYalOT OTIBIT.
3a yIOBOJILCTBHE OHHU IIATAT: MOKYNAIOT JUCK, OIUIAYMBAIOT a0OHEMEHT WM IpUOOpEeTaroT
KAaKHe-TO OILIHUH.

Bce atu cpenctBa uayT Ha TOAAEpKAHHE M DPAa3BUTHE UIPHL, a TaKkKe Ha caMy
0€30MacCHOCTh: COBEPIIEHCTBYIOTCS CHCTEMbl AaBTOPHU3Al[MHM, BBIMYCKAIOTCSI HOBBIE MAaT4U
(un¢poBbIe 3aMIaTKU JIs IPOTPAMM), 3aKPBIBAIOTCS YSA3BUMOCTH CEPBEPOB.

B HOI[O6HI>IX HUIrpax CTOUT oOIacaTbCd HE CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KpaXu
TBOCTO MMapoOJid, Ha KOTOPOM OCHOBAHA CUCTEMA aBTOPU3AIIUU OOJIBIIMHCTBA urp.

OCHOBHBIE COBETHI IO O€30IaCHOCTH TBOETO HUI'pOBOI'0 aKKayHTa:

1. Ecnu apyroil urpok BeneT ceds MIIOXO WM CO3/1aeT Tebe HeMpUATHOCTHU, 3a0J0KUpYH
€r0 B CITUCKE UTPOKOB;

2. Homanyﬁca AAMUHHUCTpATOpPAaM UI'PBI HA IIJIOXOC IMMOBCACHUEC 3TOI'0 UI'POKaA, KCIATCILHO
IMMPUIIOKUTH KAKUC-TO JOKA3aTCIILCTBA B BUAC CKPUHOB;

3. He ykaspiBaii muuHyto nHGopMaluio B mpodaiiie urpsl;



4. YBaxail Ipyrux y4aCTHUKOB 110 UTPE;
5. He ycranaBnuBaii HeodunaabHbIE TATYA U MOJIBI;
6. Micnionb3yi CII0’KHBIE U pa3Hble N1apoJy;

7. Jlaxxe BO BpemMs WUIPbl HE CTOMT OTKJIIOYAaTh aHTUBHpYyC. lIoka Thl Wrpaems, TBOU
KOMIIBIOTEP MOT'YT 3apa3uTh.

@OUIIUHT WA Kpaka JUIHbIX JAaHHbIX

OObIuHOW KpaXkeil JeHer M JIOKyMEHTOB CErOJHsS Y€ HHUKOr0 HE YAMBHIIb, HO C
pa3BUTHEM WHTEPHET-TEXHOJOTHH 3JIOYMBIIUICHHUKA TEPEMECTWINCh B  HHTEPHET, H
MPOJIOIHKAIOT 3aHUMATHCS ""TFOOUMBIM" IETTOM.

Tak mosiBHIIaCh HOBasi yrpo3a: MHTEPHET-MOIICHHUYECTBA WJIM (DHUINUHT, TJIaBHAS IEJb
KOTOPOTO COCTOUT B TONYyYEHUU KOHQPUICHIMATHHBIX JaHHBIX TOJb30BaTENICl - JIOTHHOB U
naposeil. Ha anrnumiickom si3bike phishing untaercs kak ¢umuar (ot fishing - peiOHas 0B,
password - mapoJs).

OcCHOBHBIE COBETHI 110 OOPHOE C PUITMHTOM:

1. Cnenu 3a cBOMM akKayHTOM. Eciu ThI 1I0JJ03peBacIiib, 4TO TBOSI aHKETa Obljia B3JIOMaHa,
TO HEOOXOMMO 3a0JIOKMPOBATH €€ M COOOIIUTh aIMUHUCTPATOpaM pecypca 00 3TOM Kak MOXHO
cKopee;

2. Wcnonw3yit 6e3omacHble BeO-CaliThl, B TOM YHCJIE, HHTEPHET-Mara3uHoOB U MOUCKOBBIX
CHCTEM;

3. HMcnonb3yii cloxkHble W pa3Hble maponu. Takum oOpa3om, eciu TeOs B3JIOMAIOT, TO
37IOYMBIIUIEHHUKH MOTYyYaT JOCTYI TOJBKO K OJHOMY TBOEMY MPO(UITIO B CETH, a HE KO BCEM;

4. Ecnu Tebsi B3JIOMaJid, TO HEOOXOIUMO MPEAYIPEAUTh BCEX CBOMX 3HAKOMBIX, KOTOPHIE
n00aBJIEHBI Y T€0SI B PY3bAX, O TOM, YTO T€Os B3IOMAJIM M, BO3MOXHO, OT TBOETO UMEHH OyJeT
pacchuIaThCs CIaM M CCHUIKU Ha (PUITUHTOBBIE CAlTHI;

5. YcranoBu HaaexHbIi naposis (PIN) Ha MOOUITBHBIN TenedoH;
6. OTKITI0YM cOXpaHEHHe Mapos B Opaysepe;

7. He oTkpbIBaii (haiiiisl U Ipyrue BIOKEHUS B MHCbMaX, AK€ €CIIM OHH MPUIILUTA OT TBOUX
npy3ei. Jlydie yrouHu y HUX, OTIPABIISUIHA JIU OHU TeOe 3TH (haiiibl.

Hudposas penyranus

[Mudposas penyranust - 3TO HeraTHUBHAs WM NMO3UTHBHAs WH(pOpMalMs B CE€TH O Tele.
Komnpomerupytomas unpopmaius, pa3MelieHHas B UHTEPHETE, MOKET CEPbE3HbIM 00pa3oM
OTpa3uThcsA Ha TBOEW peanbHOW ku3HU. "Lludposas pemyramus” - 370 TBOH UMUK, KOTOPBIH
bopmupyetcs u3 nHGopMaIuu 0 Tebe B UHTEPHETE.

TBoe mecTo KHUTCJILCTBA, yqe6bl, TBOC (1)I/IHaHCOBOC ITOJIOXKCHHUC, 0COOEHHOCTHU XapaxKkTepa u
paccka3bl O OJIM3KHUX - BCE 9TO HAKAILJIUBACTCS B CETH.

MHorue noapoCTKU JETKOMBICIEHHO OTHOCATCA K IYOJMKAllMKU JTMYHON MHGpOpManuu B
WuTepHeTe, HE MOHMMAas BO3MOKHBIX MOCIEACTBUI. ThI 1axe HE CMOXKEIIb JOTafaTbcs O TOM,
yT0 (hoTorpadus, pazmerieHHas 5 JeT Ha3a/, cTajla IPUYUHOM 0TKa3a MPUHATH Te0s Ha padoTy.



KommenTapum, pazmenienue TBoux (ororpaduii U Apyrue ACHCTBUAS MOTYT HE MCUC3HYTh
Jake MOCJIe TOT0, KaK Thl UX yJalUIIb. Thl HE 3HaElIb, KTO COXpaHWI 3Ty HH(OpMalKIo, Ionana
J¥ OHA B TOHMCKOBBIE CHCTEMBbl M COXPaHWJIACh JIM OHA, a TJABHOE: YTO NOAYMAarOT O Tebe
OKpY’Karollue JIIOJIM, KOTOPhIe HAWIYT U yBUIAT 3T0. HailTu uHpOpMaIiio MHOTO JIET CITYCTS
CMOXeT JI000# - Kak U3 J0OpbIX MOOYXKIEHHUH, TaKk U C HaMEepeHHEeM MPUYUHHUTH Bped. ITO
MOJKET OBITh KTO YTOJIHO.

OcHOBHBIE COBETHI 10 3aIUTE U(PPOBON penmyTaIim:

1. IMogymaii, mpexae yeM 4YTO-TO MyOJIMKOBaThH W IepeaaBaTh y ceds B Oyiore Wid B
COIIMATLHOM CETH,

2. B nacrpoiikax npoduisi yCTAaHOBH OTpaHUYEHUS HA MPOCMOTP TBOETO MPO(UISI U €ro
COJIEP’)KUMOT0, ClIeNail ero TOJbKO "Isl Ipy3en';

3. He pa3smemait 1 He ykasbiBaii MH(POpPMAIIMIO, KOTOpas MOXET KOro-JIu00 OCKOPOJIATH
WY O0MXKATh.

ABTOpCKOE IPaBo

CoBpeMeHHbIe MKOJBHUKHU - aKTUBHBIE MMOJIb30BaTeNU U(GPOBOro nmpoctpancTra. OHAKO
JIaJIeKo He BCe 3HAIOT, YTO IOJb30BaHHE MHOTMMH BO3MOYKHOCTSMH IM(POBOrO MHpa TpedyeT
coOII0ICHMSI TTPaB HA MHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.

Tepmun "HHTeNIEKTyalbHasi COOCTBEHHOCTh" OTHOCHUTCS K Ppa3iIMYHBIM TBOPEHUAM
YeJI0BEYECKOI0 yMa, HauMHasi ¢ HOBBIX M300pETeHUH U 3HaKOB, 0003HAYAIONIUX COOCTBEHHOCTh
Ha TPOAYKTHl W YCIyrd, W 3aKaHYMBasg KHHUramu, QortorpadpusiMu, KUHODUIBMAMH H
MY3bIKaJIbHBIMU [TPOU3BEICHUAMM.

ABTOpCKHE IIpaBa - 3TO MpaBa HA MHTEIUIEKTYyaJbHYI0 COOCTBEHHOCTh Ha IPOU3BE/ICHUS
HayKH, JIMTEPaTypbl U UCKycCTBA. ABTOPCKHUE IIpaBa BBICTYNAIOT B KaU€CTBE FapaHTUU TOTO, YTO
UHTEJUIEKTYaJIbHBIN/TBOPUECKUI TpyA aBTOpa He OyJIeT HampacHbIM, JAcT €My CIpaBeIIHBbIE
BO3MOXKHOCTH 3apaboTaTh Ha pe3ysbTaTax CBOEro TPy[a, NOJYyYUTh U3BECTHOCTh U MPU3HAHUE.
HuxkTo 6e3 paspelieHust aBTopa He MOXKET BOCIIPOU3BOJUTD €r0 MPOU3BEIEHHE, PACIPOCTPAHSITD,
nyOJIMYHO JIEMOHCTPUPOBATh, MPOAABaTb, HUMIIOPTUPOBATH, MYyCKaTb B IPOKAT, MYyOJIUYHO
UCTIOJIHATD, IOKA3bIBATh/UCHIOIHATH B A(Hpe UK pazmeniaTsh B IHTepHeTe.

Hcnonp3oBanue "muparckoro" MmporpaMMHOIO OOECEeUeHUs MOXKET MPUBECTH K MHOTUM
pHCKaM: OT TMOTEepPH JAaHHBIX K TBOMM AaKKayHTaMm [0 OJIOKUPOBKHM TBOETO YCTpOMCTBa, Il
yCTaHOBJIEHA HellerajibHas nporpamma. He cTtouT Takxke 3a0bpIBaTh, YTO CYIIECTBYIOT JiETajdbHbIE
U OecrlaTHbIE IPOrPaMMBbl, KOTOPbIE MOXKHO HAWTH B CETH.

O nopraJjie

CereBu4ok.pp - TBOM TJIABHBI COBETYMK B CETH. 3J€Ch Thl MOXEIIb Yy3HATh O
0€30MacHOCTH B CETH MOHATHBIM U JIOCTYIHBIM SI3BIKOM, a TIPU BO3HUKHOBEHUH KPUTHYECKOU
CUTYyaIlil OOpaTUTHCSA 3a COBETOM. A Tak)Ke MPHUHATH y4acTHE B KOHKypcaxX M CTaTh CaMbIM
U(POBBIM TPaKTIaHUHOM !



